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Data Protection and Record Keeping Policies

General Statement
Care To Listen is committed to the ethical, lawful and secure handling of personal information in relation to clients, staff and volunteers. This policy outlines the procedures and systems of work in place to ensure the security and lawful processing of personal information and to uphold clients’ data protection rights as outlined by the General Data Protection Regulation and the British Association for Counselling and Psychotherapy (BACP) Ethical Framework and the (ICO) Information Commissioners Office

We are committed to ensuring that all data is processed in line with the principles of the General Data Protection Regulation, which state that data must be:

· Processed lawfully, fairly and in a transparent manner
· Collected for specified, explicit and legitimate purposes
· Restricted to what is adequate, relevant and limited to what is necessary
· Accurate information, and kept up to date
· Retained only for as long as necessary
· Processed in an appropriate manner to maintain security
· We are accountable for your data - we are responsible for, and able to demonstrate, compliance with these principles
Some of the data we handle includes what the GDPR defines as ‘Personal Data’. This can include information about someone’s health, ethnic origin, sexuality or sex life. This type of data is viewed within GDPR as ‘sensitive’ and therefore needs to be handled with care and only when permitted. We are able to process this type of data only if 1) the subject gives their explicit consent for us to use this data solely in relation to the service we provide them with and/or 2) the processing of the data relates only to the subject’s health and care and/or 3) if the data relates to our responsibilities as an employer or non-profit body or an individual’s ‘vital interests’. For more details on this and the specific wording please look at GDPR Article 9 here.

Roles and Responsibilities
The Service Director has overall responsibility for the secure and ethical handling of personal data in line with GDPR legislation. They are responsible for establishing and maintaining effective systems of information governance and ensuring that:

· Systems of information governance meet statutory requirements
· All employees and volunteers adhere to information governance procedures
· All employees and volunteers are trained and receive regular training refreshers on information governance
· All complaints regarding information governance are investigated in a timely manner and escalated appropriately.
Employees and volunteers are responsible for ensuring that:

· They adhere to the policy
· All information is recorded accurately
· All information recorded is adequate, relevant and not excessive
· They engage with all training provided
· They use all systems of work provided for the secure handling of information appropriately

Lawful Basis for Processing Data
We only process data under the following lawful basis:

1. Consent: the individual has given clear consent for us to process their personal data for a specific purpose. 
Care To Listen may occasionally process personal data if a client has asked us to provide data to a third party, e.g. a lawyer, or for example if a member of staff asks us to provide a reference for a job. We will only process data in this way if we have the client’s explicit and written consent to do so.

2. Contract: the processing is necessary for a contract we have with the individual, or because they have asked us to take specific steps before entering into a contract.
For example, where a client has had a counselling assessment, signed an agreement and asked Care To Listen to provide counselling, we will use the data collected to match the client with a counsellor and share that data with the counsellor. Or where we have signed a contract with a volunteer counsellor to offer a placement, we will retain their data to fulfil the contract.

3. Legal obligation: the processing is necessary for us to comply with the law (not including contractual obligations).
Care To Listen has a legal duty of care to all service users and staff. In order to fulfil our duty of care and to prevent harm to service users, we use the data collected to match them to a counsellor and provide the most suitable and appropriate treatment for service users.

4. Vital interests: the processing is necessary to protect someone’s life.
Care To Listen processes personal data in the event that a service user’s life is in danger, e.g. if a service user is suicidal. Data may be shared with other support services such as the ambulance service, social services or higher tier mental health services. 


Client Rights
Under the GDPR, clients have the right to control how their personal information is used in the following ways:
· Each client receives Care To Listen’s Privacy Statement as part of their Client Agreement and has the opportunity to ask questions about it as part of their contracting with their counsellor
· They can ask for a copy of their personal data held by us, at no cost. We will provide this information within a month of receiving a request in writing and on receipt of signed consent and proof of identity (i.e. passport or driving licence)
· The client will need to complete a form to consent to the records being released to them 
· They can ask us to correct any personal information that we hold about them, or inform us about any changes to their personal information
· They can ask to be informed of what data processing is taking place
· In certain situations, they can ask that we restrict processing of, or object to processing of, their personal data
· They can contact us about our privacy policy, or about their data

· In relation to Care To Listen IAPT clients, the legal rights of clients are detailed in full on the South London and the Maudsley NHS Trust website and a Subject Access Request can be downloaded here, under 'Seeing Your Medical Information' .

Confidentiality and Disclosure
Care To Listen is committed to client confidentiality and empowering clients to make informed decisions in supplying their information. All information supplied by clients will be treated in strictest confidence by the organisation; however, the organisation understands its legal obligations to disclose personal and special category data in certain situations, namely: 
· if there has been an allegation of or there are reasonable grounds to suspect that there may have been a breach of the law
· where the law requires a third party to be notified (such as child protection or prevention of terrorism) 
· where there is a risk to a clients’ health and safety or the health and safety of others 
In order to deliver a safe and effective service, client information is shared between employees/volunteers and managers, and employees/volunteers and clinical supervisors on a ‘need to know’ basis, in the normal day to day running of the service. 

All clients are informed of the confidentiality policy before any information is obtained. 

No information should be given to an outside agency without the participants permission except where the constraints of the law require this and then only after seeking advice and informing the participants that this will be done and gaining the client’s written consent (see Document Release to Client Consent form in ‘All Counsellors’ Folder).

All legally required disclosures should be explained to the client and reported to and discussed with the Clinical Service Director or Clinical Manager, who will decide on the method of disclosure and make the appropriate contacts. The clients should be made aware of what contacts will be made.

Client disclosures of suicidal thoughts or suicidal ideation, self-harm, or thoughts or plans to harm someone else should be reported to the Lead Counsellor on duty in line with the Suicide and Self-harm policy and procedure.

Data Storage and Retention
All client information is hosted on a secure server. Client records are only accessible to designated staff with specific permissions. Client information is shared only between designated staff.

Paper based records are kept to a minimum. All paper-based records are kept securely in a locked cabinet accessible only to the Clinical Service Director or Admin.

The organisation keeps client records for up to seven years after clients are discharged, in line with BACP requirements. Clients may request to see any records held at any time according to their rights under the GDPR and are informed of this before counselling begins. 

Training 
Care To Listen will provide staff with information security guidance at induction. Staff will receive regular updates and refresher training on information governance.



Counsellor Handling of Data
All counsellors have a duty to handle client data sensitively and securely and in line with the General Data Protection Regulation. Counsellors are not permitted to transport client data via personal email or to use USB devices.

Low Cost record keeping and data management
On receipt of initial assessments (IAs), counsellors should keep these in their email in-box and not save onto their hard drive or server If any additional notes need to be stored e.g. Crisis Plan or copies of letters sent to other healthcare professionals then these should be emailed to Low Cost Admin and they will be added to the main stored copy of the IA kept in restricted-use Admin folder and accessible by the client if they submit a Subject Access Request. 

Client Agreements should be scanned and saved in the counsellor’s CTL One Drive or paper copies stored in the Admin locked cabinet for the duration of therapy. Client Agreements will be deleted once therapy ends. Monthly Client Logs should record the fact that the client returned a signed Client Agreement during the first session.

When trainee counsellors are using client material for training purposes, they must obtain explicit consent from the client using the CTL consent form. The trainee should retain a copy of this consent form, storing it in the Admin locked cabinet or scanning an electronic copy into their personal section of the CTL One Drive and deleted at the end of the work with this client. The fact that the form has been signed and agreed should be recorded in the Monthly Client Log. Client recordings of sessions for their own purposes will generally be discouraged except in the case of supporting clients with impaired cognitive abilities, by agreement with the Clinical Service Director.

Where creative work has been produced as part of the therapy, the ownership of this is held by the client and all copies of work produced should be returned to the client at the end of the work. If you require copies of the work for your training, please agree with your client how this will be used and ensure that the Client Recording Form is amended to reflect with creative nature of the work and explicit written consent is given by your client to use the work in support of your training and a timescale for deletion given.

The following documents will be retained for up to seven years after the discharge of the client and can be requested by the client at any stage: Initial Assessment, Monthly Client Log, Client Document Release Consent Form, Risk Protocol.

Closing Summaries and the Client Enquiries Database, which stores basic information about the client’s engagement, how long they attended therapy, outcomes etc will be kept beyond seven years in case we need to demonstrate service demand or outcomes or establish if a particular client engaged with the service. Data will also be drawn from Closing Summaries and Initial Assessments in order to evidence service impact and delivery, in particular in relation to key demographic markers. However, this data will be fully anonymised.

In a small number of cases, additional information will need to be recorded. This should be added by the Clinical Manager or a Lead Counsellor to the original IA held in the secure Admin folder. Such information should only be recorded if essential and could include:
· Records of a conversation with another healthcare provider, e.g. GP or psychiatrist
· Text from an email/letter/text between counsellor and client or CTL and client
This information will be held as part of the Initial Assessment until it is deleted. As all emails and text messages are lost to Care To Listen once a counsellor leaves, it is important to consider if any information which has only been shared with you needs to be retained. Please consult with your Lead Counsellor if you are not sure.

IAPT data and record keeping
All IAPT client data must be kept on the secure IAPTus system. Please see the IAPTus Step By Step for detailed information about what information should be recorded and how data should be managed. 

No IAPT documents should be retained by counsellors (either electronically or paper copies) once the client has been discharged. The Initial Assessment can only be retained during the course of therapy if it contains no data that can be linked to the client, e.g. phone number/name etc. Any additional documents (e.g. Crisis Plan) should be scanned and added in to the ‘Additional Documents’ folder or copied and pasted into the Non-Clinical Notes in IAPTus. 

General
Counsellors should be aware that all client data obtained with consent and being used for training or professional accreditation is their own responsibility and should be stored securely and in line with the General Data Protection Regulation. 

Counsellors should routinely block clients from being able to continue to contact their email and phone in order to avoid contact with clients once sessions have ended.

Counsellors are advised to visit www.ico.org.uk to consider whether they should register as a data processor with the Information Commissioner’s Office. We would recommend this as good practice

GDPR and Working from Home
Home is usually not a confidential environment and that means that we must take particular care when handling sensitive information. 

· Only ever use a password-protected computer/device 
· Only ever use a computer/device that is only used by you
· Never leave your computer unlocked
· Never leave confidential documents lying around where they can be seen or read – always keep them locked away and dispose of them once the client work is finished
· Only ever use your Care To Listen email in relation to your work at Care To Listen
· Only use agreed and verified systems to process client information (e.g. your Care To Listen email and Care To Listen Microsoft Office apps including Outlook, Teams and Word and Excel in OneDrive, IAPTus, etc.)
· Never work in a space where you can be distinctly overheard
· Never discuss clients with other members of your household, even anonymously
· Always make sure your own anonymised process notes or case studies using CTL clients are stored and transported securely and safely – this is your responsibility under the GDPR
When offering video counselling, please only use Microsoft Teams unless specifically permitted by clinical management.

Data Security Breaches
Breaches of personal client data (e.g. where client data has been exposed, lost or stolen) must be reported to the Service Director immediately either by telephone or in person. We will then risk-assess the breach and agree a plan of action. As a minimum we will take action to minimise the risk of information being seen by someone other than the intended viewers and also contact those affected by the data breach to inform them of the breach. In the case of a serious breach of personal data we will report the breach to the Information Commissioner’s Office within 72 hours. 

Anonymisation and Use of Secondary Data
Care To Listen is committed to continuous improvement. In order to monitor the efficacy of the service the organisation may use client data to review the service and make improvements. This data will be anonymised, and individual clients will not be identifiable from this data. 

Storing and retention of information about counsellors
Care To Listen holds on file information in relation to all employees and volunteers. This includes your application form, records of qualification and training and performance management, reports to training organisations and references, a photo of you and other documents required to support your training and development. We retain this information for up to seven years as it may be required to support or inform a client complaint or legal enquiry. All information will be deleted seven years after you have left the organisation. The information we hold will not be accessed and will be archived. We will not use this information to contact you after you have left Care To Listen but you will be given an opportunity to continue contact when you complete the Leaving Form. You can request the information we hold about you at any time.

Complaints
We are committed to working with you to obtain a fair resolution of any complaint or concern you may have about our use of your personal information. If you have any concerns about the way in which we are using your personal information, please contact the Service Director in the first instance and we will endeavour to resolve your concern. The Service Director can be reached by emailing enquiries@caretolisten.co.uk , or contact us in writing at the following address: Service Director, 188 Selsdon Road, South Croydon 
CR2 6PL.
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